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Abstract of the contribution: This contribution proposes a solution for Key Issue 14 of TR 23.724 to support multiple QoS flows for Unstructured PDU Sessions. This proposal can also be extended for filtering capabilities of structured PDU sessions.
1.	Discussion
The addition of unstructured PDU session into 5GS bodes well for IoT devices, but the existing limitation of not being able to support more than one 5G QoS hampers the ability to service traffic that need differing QoS characteristics. In addition, the unstructured PDU sessions do not stand to gain from reflective QoS that has been defined for IP and Ethernet type traffic. 
One of the fundamental challenges with respect to unstructured PDU is the ability to define filters that can be used to perform packet classification. This proposal aims to address this challenge. The other aspects of QoS support for unstructured PDU session (QoS profile for RAN, etc.) can be borrowed directly from the IP/Ethernet counterpart.
While the main motivation of this proposal is to be able to support QoS (explicit as well as reflective) flows on unstructured PDU, the proposal can also be extended for IP and Ethernet traffic. Use cases that emerge using newer transport (example: QUIC) warrant extensibility to the filtering mechanism. Expanding the existing filter definitions to meet individual use cases that arise in the future does not lend well to scalability. By defining the filters for unstructured PDU session, the IP/Ethernet counterparts become immune to changes due to new use cases.

2.	Proposal
It is proposed to add the following new solution to support multiple QoS flows and reflective QoS for unstructured PDU Sessions in TR 23.724.
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6.X	Solution X: Generic filtering framework
6.X.1	Introduction
In this proposal, a generic filtering framework is presented and its application in solving the two problems (expanded filtering capability and expanded reflective QoS capability) is discussed. All the procedures between the UE and the network remain unchanged.
6.X.2	Defining the filter rule
This section aims at defining a packet filter definition that is generic. Section 9.8.4.9 of TS 24.501 [10] shows the QoS rules and the packet filter list that is embedded within. The packet filter list is shown below:
[image: ]
Figure 6.x.2-1: Packet filter list when the rule operation is "create new QoS rule", or "modify existing QoS rule and add packet filters" or "modify existing QoS rule and replace packet filters" (TS 24.501 [10], Figure 9.8.4.9.4)
The packet filter content is made of a variable number of packet filter components. Each packet filter component has a type (one octet) followed by a value (fixed size depending on the component). The component types are specified as follows:
Bits 
8 7 6 5 4 3 2 1
0 0 0 1 0 0 0 0	IPv4 remote address type 
0 0 0 1 0 0 0 1	IPv4 local address type  
0 0 1 0 0 0 0 1	IPv6 remote address/prefix length type 
0 0 1 0 0 0 1 1	IPv6 local address/prefix length type 
0 0 1 1 0 0 0 0	Protocol identifier/Next header type 
0 1 0 0 0 0 0 0	Single local port type 
0 1 0 0 0 0 0 1	Local port range type 
0 1 0 1 0 0 0 0	Single remote port type  
0 1 0 1 0 0 0 1	Remote port range type 
0 1 1 0 0 0 0 0	Security parameter index type 
0 1 1 1 0 0 0 0	Type of service/Traffic class type 
1 0 0 0 0 0 0 0	Flow label type
1 0 0 0 0 0 0 1	Destination MAC address type 
1 0 0 0 0 0 1 0	Source MAC address type 
1 0 0 0 0 0 1 1	802.1Q C-TAG VID type 
1 0 0 0 0 1 0 0	802.1Q S-TAG VID type 
1 0 0 0 0 1 0 1	802.1Q C-TAG PCP/DEI type 
1 0 0 0 0 1 1 0	802.1Q S-TAG PCP/DEI type 
1 0 0 0 0 1 1 1	Ethertype type

The aforementioned section also dictates that each filter component type can appear in a filter only once.
In order to extend the filtering capability, a new component type call “Generic filter type” can be added to the list of supported components. In addition, the Generic filter type component is exempt from the rule to appear only once in a filter.
This filter component can contain the following fields:

	Length in bits
	Name
	Purpose

	TBD
	Offset
	Indicates the offset into the packet

	TBD
	Width (N)
	Indicates the width of the data we want to evaluate against the value present in this filter

	TBD
	Evaluation logic
	The comparison operation that needs to be performed between the data in the packet and the value in the filter spec

	N*8
	Value
	“N bytes of value” that the data in the packet needs to be evaluated against. This also doubles as the lower bound for range based comparison

	N*8
	Mask
	Mask that needs to be applied on the data in the packet before evaluation logic is applied

	N*8
	Range Upper
	The upper bound value for range based comparison


Figure 6.x.2-1: Generic filter type
Evaluation logic can be one of the following:
· Equal;
· Not equal;
· Less than;
· Greater than; or
· Range.
In order to construct a filter that matches more than one field in the packet, multiple such “Generic filter components” can be used in a manner similar to the other components. In addition, this generic filter component can also be used along with other pre-defined filter components.
An example of such a filter rule (for an unstructured PDU) is shown in this figure:
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Figure 6.x.2-3: Example filter

6.X.3	Achieving reflective QoS
Reflective QoS for IP and Ethernet traffic is enabled by laying rules for the UE to construct an Uplink filtering rule from the downlink packet. These rules are defined in sections 6.2.5.1.4.2 of TS 24.501 [10]. These rules only support UDP/TCP/ESP as the upper layer protocols for IP type traffic. This proposal aims at means to allow traffic flowing through an unstructured PDU session traffic to enjoy the benefits of reflective QoS.
The following points cover the salient aspects of achieving reflective QoS for any traffic type:
· Install QoS rules with filter direction set as “Reflective”. This reflective filter acts as a template that the UE can use to create the UL filter;
-	Currently, the filter direction value “00” is marked as reserved. This value ’00’ can be repurposed to indicate a reflective filter;
-	Only one filter per QFI can be installed as a reflective filter. This is to prevent any ambiguity in picking the filter spec needed to construct the UL filter;
-	The presence of a reflective filter supersedes the construction rules specified in section 6.2.5.1.4.2 of TS 24.501 [10];
-	Packet filter components apart from the “Generic filter” can be included in reflective filter. When included, the value indicated in these components are ignored;
-	When the filter is marked as a reflective filter, the “value” field in the packet filter component of the “Generic filter” is omitted;
-	When the UE receives a packet in the downlink direction with the RQI bit in SDAP header set, it does the following:
-	If there is no reflective filter installed for that QFI, it falls back to the rules in section 6.2.5.1.4.2 of TS 24.501 [10];
-	If there is a reflective filter installed for that QFI, the UL filter is constructed as follows:
-	For each packet filter component type in the reflective filter, a corresponding packet filter component type is created for the UL filter;
-	The value of the packet filter component for the UL filter is derived from the downlink packet. For generic filter component, the value is derived from the exact offset as specified in the reflective filter. For other filter components, the value is derived in a manner similar to the rules in section 6.2.5.1.4.2 of TS 24.501 [10];
EXAMPLE: if the filter component in the reflective filter is IPv4 remote address, then the value for this component is derived from the IPv4 source address field of the received DL user data packet.
[bookmark: _GoBack]-	Any exceptions in UL filter creation aborts the creation. An example of such an exception is when the filter component in the reflective filter mismatches with the downlink packet (IPv4 remote address component is present in the reflective filter, but the received DL packet is an IPv6 packet). No exceptions are envisioned for the Generic filter component in the reflective filter.
An example of UL filter creation using the DL user data packet and the reflective filter is shown below: 
[image: ]
Figure 6.x.2-4: Example of UL filter creation using the DL user data packet
6.X.4	Support of EPC interworking
The same filtering capability can be carried over to EPC as long as the EPC core supports the generic filter component.
6.X.5	Procedures
There are no changes to the procedures with respect to the establishment / release of DRB in the AN and the corresponding tunnels in the Core Network.
6.X.6	Impacts on existing entities and interfaces
In the UE:
-	The UE uses the same filtering mechanism but uses the expanded filter specification (which supports the generic filter component).
In the UPF:
-	The SDF templates sent to the UPF also supports the expanded filter specification.
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+ Example filter pushed to device

- Component 1: Offset - 100, width - 1 byte, no mask, no value

- Component 2: Offset (rel) - 20, width - 2 bytes, mask FFFC, no value

DL Packet 1
RQl 200 43981
DL Packet 2
RQl 195 20000

+ Derived filter based on DL packets
- Filter 1

- Component 1: Offset - 100, width - 1 byte, no mask, Value 200

- Compenent 2: Offset (rel) - 20, width - 2 bytes, mask FFFC, Value 43980*
- Filter 2

- Component 1: Offset - 100, width - 1 byte, no mask, Value 195

- Component 2: Offset (rel) - 20, width - 2 bytes, mask FFFC, Value 20000~
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- Example filter

- Component 1: Offset - 100, width - 1 byte, no mask, Value - 100
- Component 2: Offset (rel) - 20, width - 2 bytes, mask FFFC, Value - 43980*

- Both components need to evaluate to TRUE for a packet to be considered a match

Packet 1
43981 Successful packet match
20000 Failed packet match

Packet 2




